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A paradox is associated with eM: We can­

not understand fully what we need to do during cri­

sis unless we first understand what we need to do and 

have in place before a crisis; at the same time, we can 

not understand fully what we need to do beforehand 

unless we understand what we will be required to do 

during a crisis. There is no easy way out of this. The 

best that we can do is work back and forth between 

these two critical phases so that over time, executives 

and their organizations become better prepared. 

After every crisis or near crisis, a postincident audit 

should be conducted (see Figure 2.9, Point 54). The 

purpose of such audits is to help an organization re­

view what it did well and learn what it needs to im­

prove on so that it will be better prepared to face its 

next crises (Boxes 54-57). Although such reviews are 

essential, many organizations do not bother with them 

and hence are not well prepared to face their next crisis 

(Box 58). 
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THE PRE- AND POSTCRISIS AUDIT 

Figure 3.1 is an overview of the activities compris­

ing a thorough eM audit. It does not distinguish 

between a precrisis and a postcrisis audit. 

A Precrisis Audit 

A precrisis audit typically includes interviews with 

the key members of an organization's corporate staff 

and/or the key members at a particular plant or site. 

The interviews should be designed to probe for four 

critical factors that lead an organization to be either 

eM prepared or eM prone. A sample set of inter­

view questions is given in Table 3.1. 

The same questions are asked of every top execu­

tive on an organization's corporate staff, so as to 

identify common perspectives as well as signifi­

cant differences. Determining an organization's eM 
strengths and weaknesses is too important to be left 

to the judgment of a single person; all senior execu­

tives should participate in such evaluations. 
In addition, you cannot find the information nec­

essary to determine an organization's CM strengths 

and weaknesses solely by studying its CM manuals, 

documents, training programs, and so forth. Al­

though such sources are a valuable SOurce of infor-
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TABLE 3.1. CRISIS MANAGEMENT AUDIT GUIDE 

The following questions indicate the general kinds of issues that 
should be raised in an interview. These questions may also be 
used as a general guide to explore certain issues further. 

1. What is your defmition of a crisis iaryanr organization? 

2. In your opinion, what kinds of crises is your organiza­
tion prepared for, and why? 

3. What kinds of crises is your organization not prepared 
for, and why? 

4. Does your organization have a crisis management team 
(CMT)? 

a. If your organization has a CMT, are you a membe: 
of it? 

b. Who else is on the CMT? 

c. What kind of training, if any, has your team been 
given? 

d. Has your team undergone conflict resolution training? 

5. What kinds of early warning systems, or signal detection 
mechanisms (SDM), for crises does your organization 
have? 

a. For which crises? 

b. Are the SDMs integrated? 

c. Are they dispersed throughout your organization? 

6. Is the detection of crises specifically rewarded? 

7. Is probing for crises discretionary or mandatory, and is 
it rewarded? 

a. Do you conduct formaI training sessions or simula­
tions for crises? If so, for what kinds of crises? 

b. How frequently? 

c. What do the sessions specifically test for? 
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TABLE 3.1. (continued) 

d. Do they probe for and uncover key, taken-for-granted 
assumptions? 

Describe the kinds or ranges of damage containment 8. h 
mechanisms your organization as. 

a. For which kinds of crises? 

b. How frequently are they inspected or mai~tained? , 

c. How frequently are they reviewed for deSIgn flaws. 

9. Describe your organization's business recovery and/or 
backup systems. 

a. For which kinds of crises? 

10. Does your organization have formal backup systems for 
computer and telecommunication systems? 

h b th "hot" and "cold" a. Does your organization ave 0 

storage sites? 

11. Does your organization conduct formal revie~ s~s~ions 
of past crises and near crises, ~ot t? blame mdlvldu~ 
people but, rather, to improve Its abIlIty to prevent an . , 
respond better to future crIses. 

. . 's primary tech-12. Describe the state of your orgaruzatlon 
nologies. 

a. Are fault-tree analyses performed in regard to prob­
able failure modes? 

Are formal risk and assessments performed? b. 

13 How do the following characteristics of your o~ga~iza-
. tion contribute to the prevention or cause of CrIses. 

a. Formal organizational structure? 

b. Job descriptions? 

c. Reward mechanisms? 

d. Formal and informal channels of communication? 

e. Authority/power structure? 
(continued) 
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TABLE 3.1. CRISIS MANAGEMENT AUDIT GUIDE (continued) 

14. Have hurna fa I 
h n ctor ana yses been performed with regard 

to ow oper~tors and maintenance personnel can cause 
Or prevent crIses? 

15. ~:~ibe the general culture or mind-set of your organiza-

a. Wh~t denial mechanisms or beliefs hinder effective 
CnSIS management? 

b. Do.es the ge~eral culture or mind-set of your organi­
zanon contrIbute to effective eM? 

16. Wh~t stakdeholders are explicitly considered in the for-
matlOn an execution of eM la d 

p ns an procedures? 

17. ~at aredyour organization's eM capabilities' What 
eVI ence 0 you have to back up your beliefs? . 

a. :ro,:" ~ell ~~ these capabilities match your organ­
IZatIOn s cnSIS plans? 

18. Is eM tied into or integrated with other k 
such as ey programs 

a. Total quality management (TQM)? 

b. Envirournent? 

c. Health and safety? 

d. Ethics? 

e. What else? 

19. Is eM part of everyone's job? 
a. Why? 

b. Whynot? 
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mation, at some point you should talk to people to 
find out what CM means to them and how they view 
their organization's CM preparedness. 

Because these interviews are such an important 

part of the CM audit, we recommend that they be 
conducted by outsiders who have been specially 

trained to conduct and analyze interviews. Further­
more, the interview will not yield valuable informa­
tion unless strict confidentiality and anonymity are 
guaranteed, and insiders generally cannot provide 
such assurances. The interviewer must be able to re­

assure those being interviewed that under no circum­
stances will the responses of individuals be identified, 
that only aggregate data will be given to the organi­
zation for consideration. 

We usually interview the following people in 
order to compile a collective portrait of an organ­
ization's CM strengths and weaknesses: (i) chief 
executive officer, or CEO; (2) chief financial officer, 

or CFO; (3) chief operating officer, or COO; as well 
as the most senior executive in charge of (4) security, 

(S) human resources, (6) health and safety, (7) envi­

ronment, (8) corporate communications and public 
affairs, (9) government affairs, (10) public relations, 

(11) quality assurance, (12) head of management 

information systems, (13) ethics officer, (14) corpo­
rate training, and (is) head of technical operations. 
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The interview questions (Table 3.1) explore four 
factors that have been shown to playa significant role 

in crises: (1) types, (2) phases, (3) systems, and (4) 

stakeholders.! Types refers to the kinds (scope, 

breadth) of crises for which an organization is pre­

pared, as well as the reasons for selecting those par­
ticular crises. Phases refers to how well an organiza_ 

tion is prepared to detect, contain, recover from, and 
learn from crises. Systems refers to how well an or­

ganization is prepared to manage the complex sy~­
terns that can either cause or prevent a crisis. Finally, 
stakeholders refers to the critical parties, including 

both individual people and institutions, who would 

be affected by a crisis Or who could affect the 
organization's ability to manage a crisis. 

Generally, the results of a eM audit are presented 
in several£orms: (1) a written report that summarizes 

the major findings and makes recqmmendations for 

improvement, (2) an on-site oral presentation of the 
results, and if POSSible, (3) a eM profile that shows 

graphically an organization'S eM strengths and 

weaknesses with regard to the preceding four factors. 

Figure 3.2 shows whether an organization is perform_ 

ing poorly, questionably, Or well on each of these four 
factors. Because Figure 3.2 is part of the software 

Figure 3.2. A CM profile Showing an organiZation's CM 
strengths and wea!<nesses. 
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package CrMgt, we shall discuss it in more detail in 
Chapter s. One of the strengths of CrMgt is that it 
allows the user to evaluate quantitatively the CM 

strengths and weaknesses of his or her organization. 

The software package also automatically plots a 
graph like the one shown in Figure 3.2. 

A CM profile is one of the principal outputs of 
the CM audit process shown in Figure 3.1 and is in­
dicated by the box in Figure 3.1 labeled CM PRO­
F1LE. An organization's CM strengths and weak­
nesses are used to determine whether or not -the 
organization is CM prepared, as shown on the right 
side of Figure 3.1. If an organization is judged to be 
CM prepared, it is not an excuse for relaxing. Rather, 

the box at the bottom of Figure 3.1 is meant to indi­
cate that an organization must continue to work hard 

to maintain and improve its CM capabilities through 
constant simulations and training. 

A Postcrisis Audit 

A postcrisis audit differs from a precrisis audit in 

several respects. First, the chief goal of the postcrisis 
audit is to identify lessons to be learned from a par­
ticular "rrigger" event and how best to integrate those . 

lessons into an organization's daily operations and 

CM practices. Second, a postcrisis audit is prompted 
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. a particular crisis or near crisis. Third, it focuses 

p~incipallY on that event and only secondarily on an 

organization's overall crisis preparedness. . 
Like a precrisis audit, a postcrisis analYSIS con­

centrates on the four factors that playa significant 

role in virtually all crises: (1) types, (2) phases, (~) 
systems, and (4) stakeholders. Because of the speCI­
ficity of postcrisis audits, it is difficult to construct a 

1 dit ",,,ide but there are important areas that genera au l:;1- , 

should be covered: 

1. What happened? Determine the basic facts 

(disputed and undisputed. 

2. What caused the incident. 

3. Which factors (internal and external to the 

organization) led to this type of occurrence? 

Did the structure, culrure, technology, or 

people in the organization contribute t~ the 
crisis potential? Did the business environ­
ment or pressure from external stakehold­
ers create or exacerbate the organization's 

vulnerability to this type of crisis? 

4. When responding to the crisis, what was 

done well? 

5. What was done poorlY? 

6. Does the organization continue to be vul­

nerable to this rype of crisis? 
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7. Could a crisis of this type lead to other cri­

ses? What are they? 

8. What steps must the organization take to 
reduce its risk to future crises, both this 
type and others? 

As with precrisis audits, it is desirable to inter­
view the broadest possible range of executives, man­
agers, and employees with knowledge of the incident 
and also those affected by it. External stakeholders 

should be interviewed whenever possible, as the per" 
spective of those outside the organization is often 

different from that of insiders and can reveal impor­

tant information that might otherwise go unnoticed. 
Although no two crises are the same, identify­

ing the specific nature of a crisis and its causes is 

necessary in order to understand the organization's 
vulnerability to that general type of crisis. The con­
tributing factors are equally important because they 
provide clues to structural weaknesses that may 
make an organization susceptible. Analyzing an 
organization's response is also a good way to iden­
tify the systems and stakeholders at risk from a par­
ticular type of crisis. 

One of the most difficult aspects of CM is inte­

grating the lessons learned from crises and near cri­

ses. When conducting a postcrisis audit, it is helpful 
to secure a commitment in advance to use the audit 
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findings for future improvement. This re~ uir,~s a 
willingness by the organization to engag.e m no­

fault" learning. Although this is difficult, m our ex­

perience, it is precisely this commitment t~ ~o-fa~lt 
learning that distinguishes successful postcnS1s aud1ts 

from pro forma exercises. 

THE FOUR MAIN FACTORS OF CM 

Figures 3.3 through 3.9 illustrate the kinds of issues 
£ . eM factors· 

that are associated with the our malO . 

(1) types, (2) phases, (3) systems, and ~4) stakehol~­
ers. Although we will consider each f1gure, we w1ll 

tho • (The 
not discusS every aspect of them at 1S pomt. 

figures are also part of the software pa~ka~e ~rMgt, 
which is used to determine an orgamzatlOn s CM 
profile. For this reason, the figures ask the user t~ 
make various judgments that are scored automatl­
cally. The scores are then used to compare an organ­
ization'S performance during a crisis with its prepa" 

ration or capabilities before the crisis.) 

Types 

Since both the numbers and the different for~ ~hat 
each crisis assumes are unlimited, no orgamzatlO

n
, 
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even with the best of resources, can plan for every 
possibility. Furthermore, no crisis ever happens ex­
actly as expected. Therefore, CM plans should not 

be considered as ends in themselves; instead, they 
should be considered part of the process of thinking 
about and training for the "unthinkable." 

Figures 3.3 and 3.4 show eleven basic types of 
crises as well as examples of the various possible 
subtypes. It is important to understand that we are 

not claiming that these, and only these, eleven exhaust 
all possible kinds of crises. Instead, Figures 3.3 and 

3.4 identify, to the best of our current knowledge, 
the variety of possible crises. We have found from 

previous research that crises fit into eleven groups 
or families, those listed in Figures 3.3 and 3.4.2 

Our research has also shown thatthe "best," or CM­
prepared, organizations do not prepare for just one 

kind of crisis. Instead, they prepare for a variety of 
crises; in effect, they compile a crisis portfolio, by pre­

paring for at least one type of crisis in each of the 
eleven categories. They also do not get sidetracked 

over precisely which subtype they should prepare for. 

Rather, they understand that even though they are 

not identical, the different subtypes in a particular 
category are similar. In addition, because no crisis 

ever happens exactly as expected, it does not matter 

Figure 3.3. The eleven types of crises and their subtypes. 
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which subtype within a particular cluster is consid­

ered. What counts is that an organization has pre­

pared for the possibility of at least one type occur­

ring within each cluster. 

Crisis-prepared organizations also prepare for at 

least one subtype in each of the main categories, be­

cause each type of crisis may be either the cause or 

the effect of another kind of crisis. For example, an 

economic downturn may set off a wave of criminal 

activities that in tum may make an industrial disas­

ter more likely. Once again, it is important to take a 
systems point of view with regard to effective CM 

preparation. Like total quality management (TQM), 

CM is a systemic process. It does no good to prepare 
for only one type of crisis if another type can equally 

threaten or harm the organization. 

CM-prepared organizations go even further. For 

instance, all organizations, not merely food and 

pharmaceutical companies, are subject to product 

tampering. The French publisher Larousse experi­

enced a crisis that illustrates this point: As avid con­

sumers of wild mushrooms, the French use the 

Larousse encyclopedia to differentiate between poi­

sonous and edible mushrooms. On two pages, side 

by side, are pictures of mushrooms that are safe to 

Figure 3.4. The eleven types of crises and their subtypes, 

continued. 
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eat opposite those that are not. For some unknown 

reason, the labels of the two pictures were reversed. 
Whether this was done by a careless editor or was 
an intentional, criminal act is not known and per-
haps never will be. 

The point is that every organization faces the 
possibility of some form of product tampering. For 

this reason, an integral part of tbe CM training and 
preparation process is brainstorming by tbe top mem-
bers of an organization to consider how every cat-
egory or type of crisis can apply to their organiza-

tion. In order to come up with a broad spectrum of 

realistic examples, tbe members need to be prodded 
to think generally, not literally. 

Phases 

Figure 3.5 shows tbe five components of the factor 

phases: (1) signal detection, (2) preparation/preven­
tion/probing, (3) damage containment, (4) business 

recovery, and (5) learning. 
The first phase, signal detection, is the monitor­

ing and heeding of early warning signals tbat point 

to the possible occurrence of a crisis. The explosion 

of the space shuttle Challenger is a prime example 

Figure 3.5. The five components of the phases factor. 
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of a crisis whose early warning signals were ignored. 

The Report of the President's Commission on the 

Space Shuttle Accident uncovered a comprehensive 

trail of ~emos before the event clearly explaining that 
the O-rmg was improperly designed and hence could 
cause a catastrophic failure of the shuttle. 

The difficulty, of course, is that organizations are 
bombarded with signals of all kinds. However, it has 
been found that org . . th .. . amzatlOns at are cnSlS prepared 
make a pomt of constantly probing and scrutinizing 

their operations and management structure for warn­

ings of potential crises. In other words, they do not 

leave the detection of important signals to chance. 
Instead they put in I h' . . , pace mec amsms to mcrease the 
chances of early detection. 

. ~e s~cond phase, preparation/prevention/prob_ 
mg, IS domg as much as possible to avoid crises and 

to prepare better for those that still manage to 

occur. This phase does not imply that all crises 
can be prevented; instead, it emphasizes that the 

adage "if it ain't broke, don't fix it" has no place 
inCM. 

Those organizations that can be classified as cri­
sis prone exhibit a very different "mind-set" from 

those that can be classified as crisis prepared. As in 

the c~se of signal detection, preparation/prevention/ 

probmg in crisis-prepared organizations is the care­

ful and constant probing of operations and manage-
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ment structures for potential "breaks and cracks" 

before they become too big to "fix." An example of 

a lack of attention to preparation/prevention/prob­

ing is Union Carbide's chemical explosion in its 

Bhopal, India, plant, during which thousands of 

people died because they had not previously been 

made aware of a basic safety response (i.e., covering 
one's nose and mouth with rags to avoid ingesting 

methyl isocyanate gas). 

Damage containment is intended to keep a crisis 

from spreading to other, uncontaminated parts of an 

organization or its environment. A tragic example is 

the environmental costs of the Exxon Valdez oil spill, 

which were intensified by both poor damage contain­

ment mechanisms, such as inefficient oil-skimming 

equipment, and ineffectual damage containment ac­

tivities, as weIl as the time lost in communicating 

among divisions of Exxon. A critical point regarding 

damage containment mechanisms and activities is that 
they are virtuaIly inIpossible to invent during a crisis. 

Rather, effective CM requires the continued develop­

ment and testing of CM capabilities before a crisis. In 
short, effective CM is proactive, not reactive. 

During the recovery phase, crisis-prepared orga­

nizations inIplement short-term and long-term busi­

ness recovery programs to facilitate the resumption 

of normal business operations. Programs designed for 

this purpose include the identification of minimal 
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services and procedures needed to resume business, 
the reassignment of people to new jobs, and the des­
ignation of alternative operating sites. 

The last phase, learning, is the reflection on and 
examination of the lessons that have been learned 
from the organization's own crisis exp!=,riences, as 
well as those of other organizations. Many organi­
zations gloss over this phase because of the mistaken 
belief that an examination of the past will "only re­

open old wounds." But almost exactly the opposite 

has been found to be true. Following a crisis or near 
disaster, crisis-prepared organizations examine and 

compare the factors that enabled them to perform 

well with those that impeded their CM performance, 
without assigning blame. By contrast, crisis-prone or­
ganizations emphasize finding blame instead of learn­
ing lessons. 

A valid CM audit assesses how well an organiza­
tion is performing on each of these phases. (The scor­
ing system used is a relatively simple one. Every yes 
that an organization gives to a particular component 

adds a one to its score. In comparison, the scoring 
system for the preceding variable types is much more 
complicated and is explained in Chapter 5.) 

Figure 3.6 is based On Figure 3.5. It asks manag­
ers to evaluate in detail the damage containment strat-

Figure 3.6. Damage containment strategies for each type of crisis. 

.',.., 
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egies for each type of crisis their organization faces. 
(Figure 3.6 also is part of the software package con­

tained in the program CrMgr.) 

Systems 

Studies of a wide range of crises reveal that they 
occur because of breakdowns in the linkages among 

organizations, people, and technologies. No assess­
ment of risk can be accurate uriless it looks system­
atically at the interactions of all three subsystems. 

Unless an organization analyzes how (1) individual 
human operators and managers interact with tech­
nological systems, (2) people's limitations affect their 
reactions under stressful conditions, and (3) organi­
zational factors (such as reward systems and com­
munications channels) affect individual human re­

sponses, risk assessments will be incomplete at best. 

CM plans and procedures need to specify the cri­
sis roles and activities, lines of communication, mem­
bership on CM teams, backup resources, facilities, 

and schedules that people and systems in the organi­

zation must assume during a crisis. Just as important 
as documented plans and procedures is the effect of 
an organization's informal culture on its formal plans 
and procedures. One of the distinguishing hallmarks 

of crisis-prone organizations is a faulty mind-set or 
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belief structure. A study conducted by the University 
of Southern California Center for Crisis Management 

repeatedly found the same rationalizations that or­

ganizations used to explain why they thought they 
did not need to take CM seriously:3 "We're big 

enough to handle any crisis"; "Accidents are just the 

cost of doing business"; "CM is a luxury that we can't 
afford"; "If we have a major crisis, then someone else 
will rescue us." This study found that crisis-prone 

organizations subscribe to these beliefs seven times 

more than do crisis-prepared organizations. 
Figure 3.7 is similar to Figure 3.5, except that each 

of the detailed attributes in each of the boxes has a 
negative connotation. Thus a "yes" response means 
that an organization does not have a particular de­
fect. Also, to make the scoring easier and hence to 
reduce the amount of time spent going through the 
figures, the reader is asked merely to estimate an 

overall rating for each factor as a whole. 

Stakeholders 

Many parties are affected by and affect crises. 
Stakeholders-individual persons, special-interest 
groups, and institutions that affect or are affected by 
a specific organization-represent the diversity of 

views an organization should consider when formu-
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lating its CM plans and procedures. The current trend 

in management is to expand the number of relevant 

stakeholders beyond employees, managers, and 

unions to include customers and vendors. Effective 

CM requires an even greater expansion of relevant 

stakeholders to include parties even further removed 

from the organization, such as special-interest 

groups, local politicians, and even competitors. In 
sum, crisis-prepared organizations monitor and fac­

tor into their CM plans a much wider range of stake­

holders than do crisis-prone organizations. For any 

organization, a systematic examination of diverse 

stakeholders and their associated properties is a criti­
cal part of the CM process. Figures 3.8 and 3.9 indi­

cate the kinds of considerations that are necessary in 

the CM process with regard to major stakeholders, 

both internal and externaL The questions on inter­
nal stakeholders focus on CMT membership, train­

ing, and access information. 

DEVELOPING CM CAPABILITIES 

The purpose of a CM audit is to identify an orga­

nization's major strengths and weaknesses so that a 

clear plan of action can be developed and imple-

Figure 3.7. The systemic factors of a crisis. 
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mented to enhance its CM capabilities. Without such 
capabilities, an organization will find it very difficult 

to carry out the decisions and actions demanded in a 

crisis. 

Figures 3.10 and 3.11 outline the main ingredients 
of a process intended to develop an organization's CM 
capabilities. The figures are essentially two different 
versions of the same thing. Both are intended to help 
an organization become CM prepared. 

One of the first steps in developing an orga­

nization's CM capabilities is forming and training a 
CMT. The members of the CMT need to be selected 
with care and caution, and new members should not 
be added indiscriminately. A general rule is that a 
team should contain the smallest number of persons 

necessary to cope with a crisis. Most organizations' 
CMT has representatives from at least the following 
divisions: (1) Legal, (2) Securiry, (3) Human Re­
sources, (4) Health and Safety, (5) Quality Assurance 
or Operations, and (6) Corporate Communications 
or Public Affairs. The organization's CEO should not 

automatically be made the leader of the CMT, 

although by the very definition of a crisis, the CEO 
and the top executives naturally need to have full 
information about" the crisis and some degree of 

involvement. 

Figure 3.8. eM considerations regarding internal stakeholders. 
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One of the most important roles of a CMT is that 

of a facilitator. The main functions of the facilitator 
are to make sure that all the team members have 

access to the same body of information and that no 

single point of view dominates the discussion. 

THE ROLE OF SIMULATIONS IN eM 

Simulations and training exercises are an essential 
part of the development of every organization's CM 
capabilities. A good simulation tests every aspect of 

the CM process described in this and the preceding 
chapter, including as many as possible of the dynam­
ics represented in Figures 2.5, 2.7, and 2.9. (For in­
stance, the types of crises represented in a simulation 
should test an organization's ability to respond simul­
taneously to multiple crises.) This means that the 
simulation should not be so transparent that the de­

cisions and actions to be taken at every step are ob­
vious or reduced to a single choice. Rather, a good 

simulation contains generous amounts of uncertainty. 
This forces the members of the CMT to state their 

assumptions as clearly as they can, reach agreement 
where they can, tolerate disagreement where they 
cannot, and identify at each step what they (1) know, 

Figure 3.9. eM considerations regarding external stakeholders. 
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(2) do not know, (3) must do immediately, (4) must 

postpone, and (5) must monitor and keep track of 

over time. The CMT also needs to keep track of both 

the details and the big picture of CM. An example of 

a simulation that we have constructed and used with 
organizations is given in Table 3.2 . 

As with all the various aspects of CM, we cannot 
emphasize too strongly that everything pertaining to 
an organization's CM capabilities and preparation 
should be tailored to its unique needs and circum­
stances. In CM, there are no useful "off-the-shelf" tools 

and procedures, and any person or group pretending 
to offer such aids should be rejected immediately. 

.--.,,,,,=,,,",0", --, Ollimage Containment: 

,,=~""=.,.., AolgmenVNew Al,Igmtlllt/New 

Technology: 
Reliable/Safe 

Mandatory \n$pect\oos 
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Mandatory f4nclatOf)' 

BusinesS Recovery: 
AugmlllltlNcw 

Mandatory 

cm 
FormatlonlT raining 

SlmuJ::ttlon5 
Faell1t,Uon 

Org Ch:mnds 
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MIIndatOf)' 

Human Factors 
Augment/New 

Safet), 
Culture 

External: 
Establish/Build Reilltionshlps 

Notlflatlon Procedures 

Figure 3.11. Development of eM capabilities, continued. 



TABLE 3.2. HYPOTHETICAL CMT TABLETOP EXERCISE 

Segment 1 
MONDAY, 7:26 A.M. 

As the. Today Show fades to the local weather report, you 
catch Just the tail end of Susan Jones's words: "This only 
substantIates the COncerns we've expressed. We can't afford 
any m~re mis~aps !ike Saturday's crisis at ChemCo's plant. 
I promIse the fIght IS not over. As your attorney gener~l, it is 
my duty to protect the people of this state." 

Segment 2 
MONDAY, 8:50 A.M. 

Approximately thirty-six hours ago you should have received 
the first call regarding the serious fire and explosion at one of 
Che~Co's ma~ plants, and now you may be facing the po­
tential destructlO~ of Blooming Gardens and the surrounding 
farmlands. There IS also the possibility that a stretch of the Blue 
River could be contaminated by spills entering the sewers ad­
Jacent to the chemical plant. You can't help but think that 
something should have been done to prevent this disaster. 
Maybe if the incident had occurred when the superintendent 
was On duty, the damages could have been minimized. 

Segment 3 
MONDAY, 11:00 A.M. 

An official from the state's Department of Natural Resources 

has pho~ed to inform you that they will be investigating any 
conneCtIon to ChemCo regarding the residents' complaints: 
Dead trout have been reported floating in the Blue River and 

Green Bay, with evidence of contamination by Chern Co. 

Segment 4 
MONDAY, 12:00 NOON 

A status update confirms your worst suspicions. Toxic ma­
terial leaking into drains has infiltrated the sewer system, 
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TABLE 3.2. (continued) 

washing into the waste treatment plant. Projections indicate 
that all the flora and fauna of the treatment process may be 
killed by the leakage. 'How could the inspection conducted 
earlier this year have missed this problem? The engineers 
assure you that even though there were clear indications that 
pressure was building, measurements remained within estab­
lished tolerance limits. Looking back, it all seems so obvi­
ous. If only a veteran operator had been taking the sample 
on Saturday. Surely someone who knew the system as well 
as his or her own car would have discovered the building 
pressure. Surely someone more experienced could have fore­
seen these problems. 

Segment 5 
MONDAY, 1:00 P.M. 

A full picture of what is happening is beginning to emerge: 
• 8:47 P.M., Saturday: The incident is first reported. 
• 9:00 P.M., Saturday: Plant emergency response members 

are notified and go to the scene of the incident. 
• 11:00 P.M., Saturday: The twenty-one injured people are 

taken to a hospital. The CMT is notified that four are 
confirmed dead and eight of the injured remain hospi­
talized. 

Segment 6 
MONDAY, 3:00 P.M. 

CNN begins with a brief interview with a long-standing friend 
of ChemCo, Professor Frank Smith from Blossom State Uni­
versity. You're relieved that ChemCo is now getting some 
positive press, as Smith tells the interviewer, "ChemCo works 
to protect people and the environment as part of everything 
they do." You hope his statement may take some of the heat 
off your company. That makes two on your list of allies: The 

(continued) 
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TABLE 3.2. HYPOTHETICAL CMT TABLETOP EXERCISE 
(continued) 

~ocal union issue~ a statement earlier this morning assuring 
Its members that It would continue to support ChemCo . 

. . Two on your list of allies. And how many adversaries? 
CItIZens for Environmental Advocacy has joined local envi­
ro~entalist groups to express concern about the plant and 
the m~ustry. You've had calls from competitors, with offers 
of ass~stance as well as criticisms of your presumed lack of 
attent.lo~ to the faciliry. Some of ChemCo's national trade 
assocIation representatives will be flying to the site later 
today. But your biggest surprise has been the media. Although 
the stories have certainly not been slanted in ChemCo's favor, 
the reporters have been willing to abide by your guidelines, 
and they have covered your briefings in a straightforward 
manner. If you could only convince them that ChemCo's 
intentions were earnest, that this site was a good and safe 
workplace. 

Segment 7 
MONDAY, 5:00 P.M. 

Although there is some comfort that the site emergency re­
sponse team performed well, you are concerned and angry that 
the area CM~ was not notified more quickly. In addition, your 
thoughts are Jolted once again. Your legal adviser reports that 
rumors of class-~ction suits are beginning to circulate. 

N~te: A group works on each time segment for a pproximatel y thirty 

nunutes or less. 
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An Example 

A recent crisis audit of a power utility that we per­

formed illustrates its importance, especially in regard 
to what it can reveal about an organization. With 
regard to types, the audit clearly showed that in line 

with its business and mission, the utility was prepared 
mainly for natural disasters, especially those that 
would interrupt electrical service to its customers. 
Thus the organization had in place not only plans to 

deal with such disasters but also a day-to-day opera­
tional capability of responding to electrical and ice 
storms, fires, tornadoes, and other natural disasters. 

The utility was also rather well prepared for any 
threats to its equipment (the failure of electrical trans­

formers) and technical systems in general. 
In short, the utility was generally well prepared 

for technical crises, but it was not well prepared for 

large-scale systems accidents. For instance, it wonld 
not be prepared if five of its plants, located through­
out its territory of operation, went out simulta­
neously. Most troubling, the audit revealed that the 

utility was not prepared for a broad range of 
human-induced crises such as sabotage or the kid­

napping of an executive. It was certainly not pre­
pared if a human crisis like sabotage led to a severe, 

large-scale technical crisis such as the shutdown of 
the entire system. This deficit was made even worse 
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by the fact that in general, security was lax at key 
locations. 

The organization was especially deficient with 
regard to phases. For instance, not only were its sig­
nal detection mechanisms few and far betwe~n, but 
the audit disclosed that one of the most important 

sources of early warning signals was blocked rather 
effectively by the organization. It seems that mainte­

nance personnel were in the best position to discover 
~otential trouble spots. At the end of each shift, they 
fIlled out an evaluation form indicating the status of 

the machinery that they had inspected and/or on 

which they had performed maintenance. In theory, 
these forms were reviewed by their shift supervisors 
and passed on to their superiors. The trouble was that 
the status of the maintenance personnel was the low­

est of any in the organization, and for this reason 
their reports were generally ignored. ' 

Notice that the low status of maintenance person­
nel affects not only the CM variable signal detection 
but. systems and stakeholders as well. That is, the 

effects are systemic. The low status of the mainte­

nance personnel compromises the detection of early 

warning signals and could also affect the safe opera­
tion of key equipment. In addition, this discovery also 

demonstrates the importance of analyzing the impact 

of a wide variety of stakeholders on an organization'S 
crisis potential. 
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CONCLUDING REMARKS 

Chapters 1, 2, and 3 introduced both the big picture 

and the details of CM, and they also covered what 
you need to consider and do before and after a 
cnSlS. 

We believe that every organization should per­
form a crisis audit before it experiences a crisis. We 

also recommend that every organization perform at 
least one crisis audit a year and also after the oc­

currence of a crisis. Such audits are for the purpose 
of learning what patterns, if any, can be detected in 
an organization's responses, and they are invalu­
able in identifying crisis preparation strengths and 
weaknesses. 
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