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magnified for all to see, especially on the front pages 

of national newspapers and the opening minutes of 

national newscasts. 
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Chapter 1 presented an overview of the ac­
tions that executives need to take during a crisis, the 
issues they need to address, and the relationship 

among these activities and issues. This relationship 
is important because in a crisis they need not only to 
attend to those issues requiring immediate attention 
but also to anticipate how their immediate actions 

will affect future actions. All the activities and deci­

sions listed in Figure 1.1 are tightly intertwined and 
hence affect one another. For this reason, we believe 
that effective eM depends on how well an organiza­
tion performs all the activities in Figure 1.1, and not 

on just one or two of them in isolation. 
In this chapter, we will explore in more detail each 

of'the boxes in Figure 1.1. To do this, we will use 
other figures that seem different from Figure 1.1. As 

before, we will both examine the activities and deci­

sions one at a time and show them in relationship to 
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~ne another so that as you are performing one activ­
Ity, you can plan for those following it. 

THE INITIAL INFORMATION 
AND ACTION PHASE OF CM 

The First Point of Contact: The Accuracy 
Credibility, and Power of ' 

the Initial Sources of Information 

Fi~~ 2.1 illustrates the beginning phase of CM, how 
a crISIs comes to an organization's attention. Box 1 

of this figure indicates that a crisis can be brought to 

an organization's attention by either internal or ex­

ternal sources or some combination of the two. 

1 Sources of 
Information 

Internal 
Public Affairs 
Health/Safety 
Security 2 ~ 
Leg<ll .A 

Initial Information Phase 

Operations Powerful 

r-;EC:"=,,=",:'r--+-+<tr~~~~~~ 
i MedJ,,1 
Police 
Health Dept 
GOvernment 
Industry 
Special 

3 Monitor 

NO 

2, ot----:r 

Figure 2.1. The first decision: finding out how a crisis comes to 
an organization's attention. 
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The first critical decision that every organization 

must make pertains to the power andlor credibility 

of the source bringing the crisis to its attention. (In 

all the following figures, a critical decision is enclosed 

in a diamond, and the outcomes of decisions or ac­

tivities are in rectangles.) If the source is judged to 

be neither powerful nor credible (the "no" box just. 
below Diamond 2 in Figure 2.1), the organization is 

advised to monitor (Point 3) the situation carefully 

in order to determine whether the initial information 

is an early warning signal of an impending crisis. 

Determining the power and credibility of an in­

formation source is obviously a judgment call, as are 

most of the decisions required in CM, and so they 

depend on the experience, knowledge, and skills of 

the person or persons monitoring the incoming infor­

mation. This does not mean that there are no sound 

bases on which to make the initial decisions with 

regard to a source's power andlor credibility. Indeed, 
such judgments are likely to be based on the experi­

ence and expertise of relevant members of the orga­

nization. For example, a call from 60 Minutes or 

Nightline should be considered important (i.e., 

powerful), no matter what its credibility. By defini­

tion, inquiries from any major national publication 

should also be taken very seriously. The point is that 

the initial phase of CM invariably involves judgments 

with regard to the potential seriousness of a situation. 
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Since the notion of "power" is essential here, we 

should say a bit more about its definition. An example 
of the traditional definition of power is that person 

A is said to have power over person B if A can force 
B to perform actions that on his or her own, B would 
not perform. More generally, A is said to have power 

over B if A can "influence" B's behavior. This defi­
nition applies to CM as well, but another, more im­
portant definition also applies: One person or, more 

generally, one stakeholder, A, has power over another 
stakeholder, B, if A can cause a noncrisis situation 
to become a crisis for B. According to this deflnition, 
the news media certainly have power, and therefore 
a call from a representative of a major news organi­

zation should be taken very seriously. Indeed, the call 
itself should be regarded as a "potential crisis," and 
not merely an "incoming message." 

On the other hand, a call or action by one of the 

major news media does not mean that an organiza­

tion should automatically admit guilt. In some cases, 
it should contest allegations of wrongdoing. A clas­
sic example is NBC's showing GM trucks catching 

. fire: GM successfully contested the charges and 
proved that NBC had deliberately tampered with 
GM's products to produce the story. As with the 

earlier defmition of power, we can say that one ex­
pert, A, is more credible than another, B, if A can 

force an organization into a crisis situation. 
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To Be or Not to Be Proactive 

If a source is deemed to be powerful and/or credible, 
the next critical decision an organization faces is 
whether or not it should be "proactive." Should the 

organization move into an active crisis response mode 
before the full extent of damage or injuries (if any) 
can be established? In many cases, regardless of 
whether or not the organization is responsible for any 

damage or injuries, being proactive can be a real plus. 
That is, the organization will have acted responsibly 
on its own without being prodded by other forces or 

agencies. The risk, of course, is that quick actions may 
not only be ill conceived but also may imply guilt. In 
some cases, quick actions may also cost an orgaui­
zation sizable amounts of money or other resources. 

Yet in many cases, organizations report winning gen­
erous amounts of goodwill for their early actions. 

Once an organization decides to be proactive, the 

next critical decision (Figure 2.2, Point 5) is whether 
it is prepared for CM. The decision in this case is not 
whether the organization "determines" at this time 

that it is prepared to handle a crisis but whether the 
a<;tions it has taken in the past have prepared it to 

handle a crisis. 
If the organization is proactive (Point 4a) and is 

prepared for CM, its first action should be to acti­

vate its crisis management team (CMT) (Point 6). On 
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1 SQurces of 
,Inform"tion 

Internal 
Public Affairs 
Health/Safety 
SecUrity Z ,Souree! 
Legal A 

Initial In'ormadon Phase 

4 I eomp:zny I 
A. Operations Powerful 

F"i,c::,,=,,:::,,';-, --l-iKANO/OR; YES 
Credible? 

Pro;actlve? 

Police 
Health Dept 
Government 
Industry 
Special 

NO 

~--~ 

7 Notify Senior 
CO Officers 

YES 

2. 4, 

Figure 2.2. The second deCiSion: whether an organization is pre­
pared for eM. 

the other hand, if the organization is not prepared 

for eM, each of its senior officers (Point 7) must be 
notified immediately. 

There is a vicious paradox associated with not 
being prepared: If an organization is ill prepared, then 
it is unlikely that its senior officers will be notified in 
a timely fashion, if at all. One of the noticeable char­
acteristics of organizations that are not well prepared 

is that they do not convey important information 

A Detailed Guide / 33 

from one part of the organization to others, for rea­
sons that we shall examine in more detaillater.1 

To Assume or 
Not to Assume Responsibility? 

Figure 2.3 shows the next series of critical eM activi­
ties and decisions. One characteristic of eM-prepared 

organizations (the "yes" box preceding Point 6) is that 

they are ready to assume responsibility for a crisis be­
fore they know all the particulars of the case at hand 
(e.g., the full extent of injuries and whether or not the 
organization is responsible for them). As a general rule, 
CM -prepared organizations assume responsibility 
(Point 9) even when they are not responsible.2 This 

does not mean that they are pushovers that accept re­
sponsibility for everything (Point 8); rather, it means 

that concern for their consumers, employees, the gen­
eral public, and the environment is valued over imme­

diate, short-term profits. (Johnson & johnson's han­

dling of the Tylenol poisonings is an excellent example 

of this kind of behavior.3) 

CM-prepared organizations understand implicitly 

that concern for people and the environment is vital 
to their continued existence and hence to their long­

term profits. For this reason, at the very first sign of a 
crisis, they commence a coordinated crisis response 
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(point 10). As soon as possible, a member of their CMT 

is sent to the site of the crisis to begin fact-finding and 

to coordinate recovery and treatment activities. CM­

prepared organizations also are able to enhance their 

response by mobilizing their crisis command centers. 

They call important external stakeholders such as gov­

ernment agencies, research contract labs, and other 

firms that can provide specialized CM expertise. Such 

organizations have developed and tested all the relevant 

contacts far in advance so that they do not have to 
scramble to make those contacts during a crisis. 

Figure 2.3 also shows the kind of scrambling re­

quired by a CM-unprepared organization. Even if it 

assumes responsibility for harm (Point 13), it may be 
delayed or too late. If the organization has caused 

harm and does not assume responsibility (Point 14), 

then its lack of preparation will become part of the 

crisis itself (Point 15), as it will compound its errors 

(Point 16) by virtue of its ad hoc and uncoordinated 

crisis responses (Point 17). All this will result in a 

chain reaction of further crises (Point 16) that bring 

additional uncoordinated crisis responses (Point 17). 

Seriousness and Responsibility 

Figure 2.4 shows the series of decisions and activi­

ties that will be needed if an organization decides not 



"5 

36 / What to Do During a Crisis 

Initial Inlotrn;Uon Phue 

1 st Potential CriSis 

177711 
Dntlts 

" ElI,1 W;)rnin Slgn,.,s? 

2nd Potenm.l Cnsls 

22~ 23~ 
CO 

p, 

4;; De tits --____ ~ ________ ~Z__'~·~· __________ ~~"~.~ ____ ~'3. 

Figure 2.4. The fourth decision: determining the seriousness of a 
crisis and the organization's responsibility for it. 

to be proactive (the "no" decision box to the imme­
diate right of Diamond 4; see also Figure 2.2). In this 
case, the decision to act is deferred until more accu­

rate and reliable numbers are collected regarding the 
extent and seriousness of injuries (Point 22). If the 

available numbers are deemed inaccurate and unre­
liable (Point 19a), the situation should be monitored 

for further developments (Figure 2.1, Point 3). If the 

numbers are believed to be reasonably accurate and 
reliable and hence "known" (Point 20), questions 

(Points 22 and 23) should be asked about (1) the 
seriousness of the crisis from the company's point of 

view and (2) whether or not the company is respon­
sible for the crisis. 

] 
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Note that in reality, there are far too many deci­
sion loops to show each of them here. For instance, 

even if the available numbers (Diamond 18) are not 

deemed accurate or reliable, the organization may still 
decide to proceed (Diamond 22) because it feels the 
situation may be important and so may decide to 

dispatch a member of its CMT, or another top ex­
ecutive, to examine the situation more closely. 

The determinations of seriousness and respon­

sibility naturally raise the important issue of what 
the criteria are that should influence an organiza­

tion to accept responsibility and act. Although there 

is no one answer to this problem, we can offer some 
guidelines. Table 2.1 shows the criteria used by two 
very different organizations with whom we have 
worked that should trigger a crisis response. The 

left-hand column pertains to a company in the 
chemical industry, and the right-hand one, to one 

in the food industry. 
In effect, the criteria constitute a threshold. If an 

event meets or exceeds any of the criteria listed in each 
row of the table, the company should act decisively. 

Note that although there are distinct differences be­

tween the two sets, there is nonetheless a remarkable 
degree of overlap between them. The criteria are thus 

broadly applicable to organizations no matter what 

their business. 



TABLE 2.1. CRITERIA/EVENTS THAT WILL TRIGGER A CRISIS RESPONSE 

Industrial Crisis 

1. Affects the outside 
community or 

environment: The 

incident closes 

major major roads 

or public facilities. 

2. Causes fatalities 

(one or more). 

3. Causes multiple 

injuries or exposure 
to a serious 

chemical hazard. 

4. Releases known 

carcinogens or toxic 

materials even if 

they are contained 

in a sealed-off area. 

5. Draws media 

attention from the 

outside. 

6. Enters a waterway. 

7. Forces a master 

shutdown or 

complete evacua­

tion of facilities, 

thereby attracting 

media attention. 

Food-Related Crisis 

1. One serious 

consumer injury. 

2. Two complaints of 

illness or injury with 

regard to the same 
product/code. 

3. Likelihood of recall 
or withdrawaL 

4. Media or agency 

involvement. 

5. Tampering or a 

threat of tampering. 

6. Serious injury 

involving facility or 

employees. 

7. Facility explosion or 
fire. 
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Your Organization 

1., _____ _ 

2. ------

3. _____ _ 

4. _____ _ 

5. _____ _ 

6. -------

7. ------

fndustrial Crisis 

8~' Is of sufficient 

magnitude to 

require regulatory 

notification. 

9. Shuts down an 

operating unit. 

10. Is a repetition of 
similar events. 

i 1. Has an extended 

duration of more 

than five hours. 

12. Is any special 

circumstance that 

might escalate the 

event/issue. 

TABLE 2.1. (continued) 

Food-Related Crisis 

8. Bomb threat, 

kidnapping. 

9. Facility evacuation. 

10. Spill or leak. 

11. Serious property 

damage to facility 

caused by weather 

or violence. 

12. Strike/walkout at 

facility. 

13. Health/safety 

problems at 

facility. 

14. Civil unrest near 

facility. 

15. Media attention. 

39 

Your Organization 

8. _____ _ 

9. 

10., _____ _ 

11., _____ _ 

12. _____ _ 

13 .. _____ _ 

14 .. _____ _ 

15. 
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Delayed Response 

Figure 2.5 shows the full set and sequence of critical 
decisions and activities that comprise the initial 
information-gathering and action phases of eM. It 
shows that the precipitating crisis can lead to several 
more crises (the first, second, third, and fourth po­
tential crisis phases), depending on how the organi­

zation responds or is perceived to respond. Figure 2.5 
shows that if the response to the initial crisis is de­
layed too long in order to collect sufficiently accu­
rate and reliable numbers (Point 24) and if the com­

pany is not prepared for eM, the delay itself can 
further fuel the initial crisis (Point 13). 

One of the most important lessons to be learned 
from the way in which crises unfold is that every 
organization needs to formulate criteria for action 

that are specially suited to its situation. The criteria 
are essential to helping determine which direction to 

move in as the organization proceeds through Fig­

ure 2.5. Of course, we can offer only general guide­
lines for your organization to consider. 

Figure 2.5 shows the kinds of issues you should 
consider during a crisis and also, ideally, before one 
occurs. After you have studied the figure, you can 

begin to appreciate why eM requires preparation 

Figure 2.5. The fifth decision: making the initial information­
gathering and action decisions. 
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cers can be expected to retreat to their specialized 

training and their usual ways of reacting to stress. 

DIAGNOSING THE CRISIS 

What Is the Crisis? 

Figure 2.6 shows the next series of critical activities 

and decisions making up the second major part of the 

CM process. Despite whether an organization is pre­

pared for CM (Figure 2.5, Point 6) or not (Figure 
2.5, Point 27), and hence executes a coordinated or 

uncoordinated crisis response, the precise type and 

nature of the crisis must be determined. 
There are eleven basic types of crises, ranging 

from criminal atracks to punitive regulatory legisla­

tion. (We will examine the various subtypes of these 

eleven basic types in more detail later.) In addition, 

thougb they are distinct, these basic types are neither 

exhaustive nor exclusive. Because of its complexity, 
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a crisis may fall into one or more types at the same 

time, depending on the circumstances, and anyone 

of the types in Figure 2.6 is capable of causing an~ 

other type. That is, any of the types can be the cause 

and/or the effect of any other.5 

A crisis's precise nature or type may not always 

be immediately apparent, which is one of the best 
reasons for not taking immediate or drastic action 

until the nature and extent of injuries have been de­

termined (Figure 2.5, Point 20). Moreover, if your 

organization is crisis prepared, when you begin de­

termining the numbers of injuries, you should also 

begin determining the type of crisis that produced the 

injuries. In other words, identifying a crisis and de­

termining whether injuries have resulted are comple­

mentary acts; they should not be viewed as separate 

activities. This is a strong justification for consider­
ing the set of crisis activities and decisions as an in­

tegrated whole. When you take a particular action 
or decision, you should be thinking how it will in­

fluence others . 

Figure 2.8 shows that if you do not know (as in­

dicated by the giant question marks) the "type" of a 

crisis (Figure 2.7, Point 28), you will lose time (Point 

29) finding out. The activities in Figure 2.7, Box 29, 

Figure 2.7. The seventh decision: deciding on an organization's 

eM preparation and response. 
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are critical because further actions and decisions pre­

suppose SOme knowledge, however sketchy, of the 

crisis's type . 

Point 32 in Figure 2.7 asks whether any early 

warning signals associated with the crisis were 
blocked or not transmitted in the appropriate lan­

guage to the appropriate person at the appropriate 

place and time in the organization. One of the most 

impottant findings in CM is that with very few ex­

ceptions, crises send out a trail of early warning sig­

nals before their actual occurrence" If such signals 

can be detected, many crises can be prevented from 

occurring-the best possible form of CM. If the sig­

nals associated with a crisis were blocked, then find­

ing out what the patticular kinds of blocks were Can 

help prevent future crises. But once a crisis has oc­

curred and an organization is under the magoifying 
lens of the media, there can be few secrets. Indeed, it 

is likely that the fact that early warning signals were 

blocked will be revealed, and so become part of the 
crisis itself. For this reason, it is important to know 

whether any early warning signs were present and 

how they were handled. For instance, one of the big­

gest contributing factors to the explosion of the Chal­

lenger was the fact that messages warning of the 

potentially unsafe condition of the O-rings were pre­

vented from reaching those at the top of NASA's 

hierarchy.7 
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In a similar manner, those activites occurring in 
Crisis Variable ill, SYSTEMS (Figure 2.7, Point 36) 

encompass a whole set of investigative actions de­
signed to uncover the causes of a crisis. If the causes 
are not known (Point 36a), a "quick and dirty" in­
vestigation to determine the crisis's causes will be 
necessary. 

The following factors have been shown to be 
present in every crisis: (1) technology, (2) human 
factors, (3) organizational structure, (4) culture, and 

(5) top management psychology. Most organizations 
have core technologies that are closely linked to the 

production of their key products and services. For 
instance, certain chemical processes constitute the 
core technology of a chemical refinery. Computers 
are one of the most vulnerable technologies of virtu­
ally every organization. 

A second cause of organizational crises is "human 
factors." All technologies are operated by people who 

cannot be presumed to be infallible. Operators often 

make errors, with job overload and stress increasing 
that probability. Thus, the possible human causes of 
every crisis must be examined. 

If technologies could exist and operate on their 

own, we might not have crises; unfortunately, how­
ever, technologies and people are interdependent. 

Power, authority, and egos often get in the way of 
safe operations when organizations conceal vital in-

A Detailed Guide I 49 

formation. A recurring question in trying to deter­
mine the cause of a crisis is whether an organization's 

channels of communication have been blocked. If so, 
how did this contribute to the crisis? Did the organ­
ization's reward system contribute as well? For in­

stance, is getting products out the door valued more 

highly than safety? These are only a few of the ques­

tions to ask about the potential contributions of or­
ganizational factors to crises. 

An organization's culture has also been found to 
be a principal cause of many crises. Indeed, certain 
organizations are labeled crisis prone.8 Such organi­

zations embody attitudes that almost guarantee a 
crisis. That is, they use rationalizations ( e.g., "We're 
so big and powerful that nothing bad can happen to 
us") to deny their need for advanced CM planning 
and preparation. At the other extreme, a much 
smaller number of organizations are crisis prepared. 

Finally, the attitudes and values of top executives 

have been found to be strong contributing factors. If 
an organization's managers believe that they and their 

organizations are invulnerable, a crisis is much more 

likely. 
All these factors (Figure 2.7, Point 38) affect 

whether or not an organization is responsible for 

harm. Only when all other factors or explanations 
can be eliminated (Point 40) can we say for sure that 

the organization was or was not responsible. The 
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facts uncovered by the investigations (Points 32, 36, 

and 38) are thus critical, as they detennine subsequent 
actions to (1) Contain the crisis, (2) treat it, (3) com­

municate to the authorities and other important 
stakeholders, and (4) learn from the crisis. 

TREATING THE CRISIS 

Containment and Treatment 

Figure 2.9 shows why knowing the particular type 
of a crisis and its specific causes is important, When 

you do not have such knowledge, it is very difficult 
to contain the crisis and treat its full effects, and you 

do not know which containment and treatment op­
tions are best. 

The five basic types of containment and treatment 
options are (1) isolation, (2) removal, (3) dispersal, 

(4) reduction, and (5) neutralization. First, for isola­
tion, we physically or psychologically separate-or 

attempt to separate-the crisis from the organization. 
For instance, in the case of a toxic or hazardous spill, 

we put a physical barrier around the spill area to 
contain and isolate it from the rest of an organiza­

tion or community. In the case of a political or 

Figure 2.9. The eighth decision: deciding on containment and 
treatment. 
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reputational crisis, we contain it by attempting to 

isolate it psychologically (i.e., in the minds of people), 

by differentiating it from the rest of the organization 
or a particular person. 

For the second option, removal, we attempt to 
remove physically a crisis or its effects, for example, 

when we physically remove a toxic spill from a par­

ticular location. If we cannot physically remove a 

crisis or'its effects, we should try to disperse it or its 

effects, reduce it, or neutralize its potency. 

To Evacuate or Not to Evacuate? 

If containment and treatment are not sufficient (Fig­

ure 2.9, Point 44), we should decide whether the 

physical evacuation of an organization's facilities or 

its surrounding community is necessary. Note that 

the term evacuation is not meant literally. For in­

stance, you may be faced with having to abandon or 

discontinue a product or even a business unit of an 

organization, because the damage to a particular 

brand, factory, plant, or product is so severe that it 

must be jettisoned in order to save the rest of the 

organization. As with everything else, evacuation 

cannot be considered in isolation. Outside authori­

ties such as the public health authorities and the po­

lice probably should be notified (Figure 2.9, Box 47), 

if only to coordinate the community's response and 
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evacuation. In some cases, the crisis may be so seri­

ous that a triage of employees and the surrounding 
communities must be undertaken. Finally, if the or­

ganization is unable to contain the crisis completely 

on its own, outsiders should be brought in (1,,~ 49). 

Business Resumption 

Once a crisis is brought under control and its effects 

have been contained or mitigated to the point that they 
no longer constitute a threat to the organization or its 

external stakeholders, the resumption of business is the 

next step (Figure 2.9, Diamond 51). If you cannot 

resume full operations at an organization'S sites, are 

backup sites available (Diamond 52)? If they are not 

available, temporary facilities may have to be found. 

You may want to resume certain operations as soon 

as possible to indicate to key customers that the orga­

nization is still in business and hence is both able and 

willing to serve them. Any temporary backup sites 

should also provide for the maintenance and storage 
of critical information, computers, and telecommuni­

cations. This inCludes both "hot" and "cold" storage 

sites. Hot sites enable an almost instantaneous 

switch over to backup databases, computers, and tele­

phones in the e,vent of a shutdown. This includes secur­

ing alternative trunk or communication lines from 

telephone companies. Cold sites, on the other hand, 
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referto the regular backup of key records in protected, 

off-sIte storage facilities, without immediate access to 

backup equipment. 

A critical factor in backing up plants facilities 
. f ' , 
10 ormation, telecommunications, and the like is 

that backup operations must be considered as a 

whole. It is no longer sufficient to back up individual 
sites, work stations, facilities, or pieces of equip­

ment, since entire systems can now fail because 

of the complexity and the interconnectedness of 

technology. 

Finally, backup activities require an organization 

to identify those of its key customers who need to be 

serviced quickly or continuously and on whom the 

organization depends for its operations. Likewise, 

y~u should find out who the critical vendors or sup­
pliers of goods and services are on whom the organi­

zation depends in order to serve its key customers. 

CONCLUDING REMARKS 

For those readers interested in seeing how Fignres 2.5, 

2.7, and 2.9 relate to one another and also fit into 

the overall process of eM, Figure 2.10 is available' 

it shows the entire eM process. (Readers can obtai~ 
a copy of Figure 2.10 by mailing in the card included 

with this book.) 
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By now, it should be apparent why effective eM 

during a crisis requires effective preparation before 

it occurs. Most of the key decisions and activities that 

must be considered and undertaken during a crisis 

cannot be performed effectively if you or your orga­
nization lack the proper preparation and eM capa­

bilities. Accordingly, we turn next to the activities you 

should perform before and after a crisis. 
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